
Presented By:  Penelope (Penny) Lewis

Date:  July 23, 2026

IN CPA Society NFP Conference

























Regional Banking Relationship Manager

Penelope Lewis

Penny.Lewis@huntington.com

(317) 201-3419

Treasury Management Advisor

Jessica Walker

Jessica.Walker1@huntington.com

(317) 269-4687







Fraud Protection & Mitigation
(Accounting Perspective)

July 23, 2026

Indiana CPA Society Not-for-Profit Conference



2

► Fraud in Accounting

► Fraud Triangle

► Why Internal Controls Matter

► Segregation of Duties

► Approval and Authorization Controls

► Reconciliation and Monitoring Controls

► Access Controls and Technology Safeguards

► Fraud Awareness and Ethical Culture

► Summary

Agenda



3

Fraud in Accounting
► Misappropriation of assets: Theft of company resources for personal benefit.
► Examples: 

● Theft of cash through a fictitious vendor scheme. 

● Creation of ghost employees and collection of their paychecks.

● Theft of cash receipts before they are deposited.

● Charging personal expenses to organization credit cards.
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Fraud in Accounting
► Intentional misstatement of financial statements: Manipulating the 

accounting records or financial statements. 
► Examples: 

● Intentional overstatement of revenue to meet budget targets. 

● Recording revenue before it is earned.

● Understating expenses by not recording accrued liabilities or expenses.

● Understating allowance for uncollectible receivables.



Fraud Triangle
► Three factors that commonly 

contribute to fraud:
● Pressure/Incentive: Financial or 

personal pressure that motivates an 
individual to commit fraud.

● Opportunity: Weak internal controls 
or lack of oversight that create a 
chance to commit fraud without 
detection.

● Rationalization: Individual’s ability to 
justify the fraudulent behavior. 
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Why Internal Controls Matter
► Fraud can occur in organizations of any size.
► Fraud schemes often exploit weaknesses in processes.
► Strong internal controls help to protect assets and maintain financial 

reporting integrity.
► Internal controls should be designed to:

● Prevent fraud

● Detect fraud timely to mitigate losses
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Segregation of Duties

No single individual 
should control an entire 

transaction from 
beginning to end. 

If one individual has 
the ability to control 

multiple components of 
a transaction, there is 

an opportunity for 
fraud. 



8

Segregation of Duties

• Examples: Approving purchases, vendors, journal entries, payroll changes

Authorization: Approving transactions

• Examples: Handling cash/investments, managing bank accounts, possessing check 
stock, controlling inventory

Custody: Having physical or electronic access to assets

• Examples: Entering invoices, posting journal entries, maintaining the general ledger

Recordkeeping: Recording transactions in the accounting records.

• Examples: Review of bank reconciliations, journal entries, internal financial reports, 
budget-to-actual reports

Reconciliation/Review: Independently reviewing and verifying 
transactions.
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Segregation of Duties

• Employee 1 enters vendor invoice 
• Employee 2 approves invoice 
• Employee 3 releases payment 
• Employee 4 reconciles the bank account  

Example of appropriate 
segregation of duties for 

accounts payable

• Fictitious vendors
• Unauthorized payments
• Misappropriation of cash

Fraud risks addressed
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Approval and Authorization Controls

Approval Considerations Examples

•Appropriate level of management

•Adequate knowledge of 
transaction

•Consider risk – every transaction 
or type of transaction may not 
require the same level of scrutiny.

• Purchase approvals based on 
spending thresholds

• Journal entries reviewed by 
someone independent of the 
preparer

• Changes to vendor master files 
approved and documented

• Changes to payroll records 
approved and documented
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Reconciliation and Monitoring Controls
► Establish and document an internal process for consistent reconciliations 

including frequency for each key account area.

► Establish timelines for completion of monthly reconciliations and reviews.

► Independent review helps identify errors and irregularities.

► Recommend asking at least one question as part of the review process.
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Reconciliation and Monitoring Controls

• Monthly bank reconciliations
• Review of unusual journal entries
• Comparison of budget vs. actual results
• Review of accounts receivable and accounts payable 

aging

Examples

• Reconciling items that never clear
• Unexplained adjustments
• Excessive manual journal entries
• Unexpected fluctuations in budget vs. actual results
• Unexplained increase in accounts receivable

Red Flags
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Access Controls and Technology Safeguards

► Role-based system access
► Multi-factor authentication
► Periodic user access reviews
► Automated approval workflows

Limit access to systems, data and financial processes



14

Fraud Awareness and Ethical Culture

Tone at the 
top

Code of 
conduct

Whistleblower 
hotline

Fraud 
awareness 

training
Management 
accountability

Controls are strongest when supported by an ethical culture.
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Summary 
Effective fraud prevention is not one control. It is a system of preventive, 
detective and monitoring controls working together. 

Segregate responsibilities

Review and reconcile regularly

Build a culture that promotes 
ethical behavior and accountability
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► Where the accounting perspective leaves off, closing 
the “Opportunity” gap in the Fraud Triangle

► Why not-for-profit organizations face elevated fraud 
risk

► How banking controls, accounting safeguards and IT 
capabilities work together

► Common vulnerability points in financial operations

► Practical steps to reduce exposure and strengthen 
controls

What We Will 
Cover
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Why Not-for-Profit Organizations Are Prime 
Targets for Fraud

► Lean finance teams make segregation of duties difficult
► A high-trust culture exists among staff, volunteers and board members
► Manual processes and shared logins remain common in some organizations
► Multiple funding sources, grant disbursements and cash-handling points add 

exposure
► Budget for dedicated IT security oversight is often limited
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Common Vulnerability Points

► Shared or undocumented 
approval authority

► Infrequent bank and account 
reconciliations

► Manual, paper-based 
disbursement processes

► Shared logins and stale user 
access

► Unmonitored networks and 
endpoints

► Email systems without safeguards 
against impersonation

Financial Process Gaps Technology Gaps
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Three Connected Layers of Protection
Banking Controls
► Positive pay and 

payment verification
► Dual approval on 

disbursements
► Regular account 

reconciliation

Accounting 
Safeguards
► Segregation of 

duties
► Documented 

approval workflows
► Regular internal and 

external review

IT Capabilities
► Access controls and 

identity management
► Network security and 

monitoring
► Systems that 

enforce policy 
consistently
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Why Secure IT Is the Connective Tissue
► Banking controls depend on systems that can verify who is initiating a 

transaction
► Accounting safeguards depend on reliable, tamper-resistant records and 

audit trails
► IT capability determines whether those controls are enforced day to day, not 

just on paper
► A secure IT environment is what turns policy into practice across banking 

and accounting
► Together, these three layers close the “Opportunity” leg of the Fraud 

Triangle
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Access Controls and Identity Management

► Access provisioned by role, not 
by request

► Multi-factor authentication 
required for every login that 
touches cash or donor data

► Access recertified on a set 
schedule, not left to institutional 
memory

► Enforces the segregation of duties 
pillars from the accounting session 
in the system, not only on paper

► Removes access automatically 
when roles change

► Creates a clear audit trail of who 
approved what

What This Looks Like How It Reinforces Accounting Safeguards
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Network Security and Monitoring

► Continuous monitoring for 
unusual account or system 
activity

► Endpoint protection across every 
device that touches financial data

► A defined incident response plan 
and escalation path

► Flags suspicious login or payment 
activity before funds move

► Supports faster detection of 
compromised email or vendor 
accounts

► Provides a record for banks and 
auditors when questions arise

What This Looks Like How It Reinforces Banking Controls



Bringing the Layers Together
► One weak link, such as a shared 

password, a stale user account or 
an unreconciled account, can 
undo controls built everywhere 
else.

► Fraud prevention works best as a 
system, not a checklist. When 
banking controls, accounting 
safeguards and IT capabilities are 
designed to reinforce each other, a 
gap in one area is more likely to be 
caught by another.
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Practical Next Steps for Finance and Board 
Leaders

► Review who has access to banking and accounting systems, and how often 
that access is reviewed

► Confirm dual approval is required for payments and account changes
► Ask whether your network and endpoints are actively monitored
► Request an IT risk assessment that maps directly to your accounting 

controls
► Build fraud response steps into your existing risk and audit calendar



cbh.com

About Cherry Bekaert
“Cherry Bekaert” is the brand name under which Cherry Bekaert LLP and Cherry Bekaert Advisory LLC, independently owned entities, provide 
professional services in an alternative practice structure in accordance with applicable professional standards. Cherry Bekaert LLP is a licensed 
CPA firm that provides attest services, and Cherry Bekaert Advisory LLC and its subsidiary entities provide tax and advisory services. For more 
details, visit cbh.com/disclosure. 

This material has been prepared for general informational purposes only and is not intended to be relied upon as tax, accounting, or other 
professional advice. Before taking any action, you should consult a professional advisor familiar with your particular facts and circumstances.

Jim Kramer, 

Partner
jim.kramer@cb.digital

502.882.4348

Let’s Connect

mailto:jim.kramer@cb.digital

	Session 6A Fraud Protection & Mitigation
	User Guide
	Slide 1: IN CPA Society NFP Conference

	source-8
	Slide 2: FRAUD PROTECTION

	source-9
	Slide 3: Fraud Mitigation

	source-10
	Slide 4: Protecting Against Business Email Compromise (BEC)

	source-11
	Slide 5

	source-12
	Slide 6: How to Help Protect Against Data Breaches 

	source-13
	Slide 7: How to Build an IT Resiliency Plan for Your Business

	source-14
	Slide 8: Password Security Best Practices to Help Defend Your Data

	source-15
	Slide 9: How to Help Prevent Company Credit Card Misuse

	source-16
	Slide 10: Business Security Checklist

	source-17
	Slide 11: Business Security Checklist

	source-18
	Slide 12: Security Reminder

	source-19
	Slide 13: Business Security Suite

	source-20
	Slide 14: Giact – ACH Account Verification Services

	User Guide
	Slide 15

	source-22
	Slide 16: THANK YOU

	source-23
	Slide 17


	Session 6A Fraud Protection & Mitigation Accounting
	Fraud Protection & Mitigation�(Accounting Perspective)
	Slide Number 2
	Fraud in Accounting
	Fraud in Accounting
	Fraud Triangle
	Why Internal Controls Matter	
	Segregation of Duties
	Segregation of Duties	
	Segregation of Duties
	Approval and Authorization Controls
	Reconciliation and Monitoring Controls
	Reconciliation and Monitoring Controls
	Access Controls and Technology Safeguards
	Fraud Awareness and Ethical Culture
	Summary	
	Slide Number 16

	Session 6A Fraud Protection & Mitigation Technology
	Fraud Protection & Mitigation�(Technology Perspective)
	Slide Number 2
	Why Not-for-Profit Organizations Are Prime Targets for Fraud
	Common Vulnerability Points
	Three Connected Layers of Protection
	Why Secure IT Is the Connective Tissue
	Access Controls and Identity Management
	Network Security and Monitoring
	Bringing the Layers Together
	Practical Next Steps for Finance and Board Leaders
	Let’s Connect




